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Active Directo ry ACTIVE DIRECTGHFIATS

AD OUTAGES HAVE A SERIOUS BUSINESS IMPAG@ihost every

respondém’said that AD is roiggiahto the busivessydtitat an AD outage would be
significant, severe, or catastrophic.

AD RECOVERY FAILURE RATE IS HIGH. Most
respondénisavere only somewhat confident, not confident, or unsure about their ability to reco
servers in a timely fashion. Only3&8ng podiont hey wer e ~extremel y

Source: SemperisdRecovering Active Directory from Cyber Disasters
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Active Directo ry ACTIVE DIRECTGHFIATS

AD RECOVERY PROCESSES REMAIN LARGELY UNTESTED.

Exactly ¢imed of organizétiésaid they have an AD cyber disaster recovery plan buthmexer tested it,

no plan in place at all. Out of the Eifieerpspojudents said they had tested their AD recovery plan in
months.

Organizations expressed many concerns about AD recovery, with the lack of testing being the nu
organizations that have not tested AD recovery at all and those who have tried but failed.

Source: SemperisdRecovering Active Directory from Cyber Disasters
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WHATS
ACTIVE DIRECTORY?

Active Direhteyl ps you organi ze your
admin uses AD to organize you

belong on which network, to what your profile picture looks like o
to the storage room.
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g Porty Trust Wizerd

Actions

cess Control Policy Relying Party Trusts
ing Party 3

Choose an access control policy

Name Description View |

ACTIV
S | R TORY

New Window from Here

Pemit evenone

Pemit everyone and require MFA Grant access {0 everyone and require ™ Y Refresh
Pesmit everyons and require MFAfor specfic group Grant access t0 everyone and require M ﬂ Help
UR Permit everyone and require MFA from extranet access (Grart access tothe intranet users and re

Pemit everyone and require MFA from unamhenhcmcd devices Grart access {0 everyone and require [

VPN Server ]
Pemit everyone forintranet access Grant access tothe intranet users. : e

Pemit speciic group (Grant access 1o users of one or more sp!
>

< " Edit Access Control Policy-

Edit Claim \ssuance Policy-

Pokicy

\ Pemit users
| from 199 126129/24 network
\ and require multifactor authentication

Enable

Properties
K Delete

ﬂ Help

(7] \donat want to configur® access control policies 2t this time. No user wil be pemitted access forthis
application.

Active Di
_ Irealio N _
| \‘ within a netWorl:/yS etwork administrators to create
| anseranage o

("< Previous 1\' Ned > | Canw
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Where Is yainoused or whe

Active Direservices can be housed on a local server orin a
environment such as Microsoft Azure. In the case of Azure
standal one offering that d

‘ I l l
: ' :
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il Microsoft
Hl Azure

@ v ©

throttlenet.com

@ throttle



How do&STIVE DIRECTORY
benefit your business?

ADMINISTRATIVE CONTROL

Sincéctive Diregrants control of all machines on a network to the administratc
anything that happens on the domain.

This makes it easier to implement specific settings and grant certam
network.

Active Diredaomains also proeiteadized storage fepositoryu s er s 3 f i | ¢
central server, other users on the domain can access them if necessary.

‘ ﬁ
. ) CENTRAL STORAGE
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BETTER BACKUPS

Without a centr al storage domai n, u saedrbyg a cgberattac, mll oy thedilbslo
machine may become inaccessible. However, if they were saved to a central storage Iobation, it would be much easie

EASY LOGINS

OncActive Direonyplace, logging into your machine becomes easier. Essenti
machine on the network, the machine and network communicate back and fo
password and automatically grant rights and privileges to the user, such as Ic
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IMPROVED SECURITY

Since the network administrator has t hrig measures whénynecessaryc
includes installing a new antivirus software onto each machine or making certaimsansitive documednts e
the wrong hands.

CUT COSTS

All of the above benefits of Active Directory streamline IT operation
reduces IT costs.

Since Active Directory i1 s easi e
implement it as soon as possible. This way, if your business grows, a
machine to the network.
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~What areShe_URITY
R \benefitsAd TIVE DIRECTORY?

Active Directory provides a single point from which administrators can t
resourcsd their associated security objects. An organization can admir
based on an organizational model, a business model, or the types of fu

//
//

@ v ©

throttlenet.com

@ throttle



HOW ARE CYBERCRIMINALS USING
ACTIVE DIRECTORY?

/ Ko 'y | Cybercriminals today aredargeétingctorpéionming reconnaissanc
R | discover users, servers and computers in an enterprise network
carry out metale attacks to gain access and abuse organization r
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Threats toAtte/e Directory Systems?

>
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DEFAULT SECURITY SETTINGS

AD has a set of predetermined, default security settings created by Microsoft
not be ideal for your organization's needs. Additionally, these defzidrsendity
by hackers, who will attempt to exploit gaps and vulnerabilities.

INAPPROPRIATE ADMINISTRATIVE USERS AND
ACCESS:

Domain user accounts and other administrativerivilegechagdesi:. Mibst
employees, even those in IT, ddevet sepehighveldges
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