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ACTIVE DIRECTORY STATS

AD OUTAGES HAVE A SERIOUS BUSINESS IMPACT.                               Almost every 
respondent (97%) said that AD is mission-critical to                the business, and 84%said that an AD outage would be 
significant, severe, or catastrophic.

AD RECOVERY FAILURE RATE IS HIGH.                                               Most 
respondents (71%) were only somewhat confident, not confident, or unsure about their ability to recover AD to new 
servers in a timely fashion. Only a tiny portion (3%) said they were ´extremely confident.µ

Source: SemperisðRecovering Active Directory from Cyber Disasters



ACTIVE DIRECTORY STATS

AD RECOVERY PROCESSES REMAIN LARGELY UNTESTED. 
Exactly one-third of organizations (33%) said they have an AD cyber disaster recovery plan but never tested it, while 21%have 
no plan in place at all. Out of the entire poll, just 15%of respondents said they had tested their AD recovery plan in the last six 
months.

Organizations expressed many concerns about AD recovery, with the lack of testing being the number one concern. This includes
organizations that have not tested AD recovery at all and those who have tried but failed.

Source: SemperisðRecovering Active Directory from Cyber Disasters



Active Directory helps you organize your company³s users, computer and more. Your IT 
admin uses AD to organize your company³s complete hierarchy from which computers 
belong on which network, to what your profile picture looks like or which users have access 
to the storage room.

WHAT IS
ACTIVE DIRECTORY?



Active Directory allows network administrators to create and manage domains,users, and objects 
within a network.                    

WHAT DOES AN
ACTIVE DIRECTORY 
DO?



Where is your ADhoused or                                   where can it be?

Active Directory services can be housed on a local server or in a hosted 
environment such as Microsoft Azure. In the case of Azure, this is a 
standalone offering that doesn³t require a fully hosted server environment.



How does ACTIVE DIRECTORY 
benefit your business? 

ADMINISTRATIVE CONTROL

Since Active Directory grants control of all machines on a network       to the administrator, that person can oversee 
anything that happens on the domain.

This makes it easier to implement specific settings and grant                      certain rights and privileges to users on the
network.

CENTRAL STORAGE

Active Directory domains also provide acentralized storage repositoryfor users³ files.  By saving files to the 
central server,  other users on the domain can access them if necessary.



BETTER BACKUPS

Without a central storage domain, users are only able to save their files to their local drives. If a user³s machine is infiltrated by a cyberattack, all of the files on that 
machine may become inaccessible. However, if they were saved to a central storage location, it would be much easier to recover them.

EASY LOGINS

Once Active Directory is in place, logging into your machine becomes easier. Essentially, when you log into a 
machine on the network, the machine and network communicate back and forth. The network will verify the 
password and automatically grant rights and privileges to the user, such as logging into Outlook



IMPROVED SECURITY

Since the network administrator has the ability to control whatever happens on the domain, they³re able to implement new security measures when necessary. This 
includes installing a                 new antivirus software onto each machine or making certain sensitive documents         inaccessible so they don³t fall into 
the wrong hands.

CUT COSTS

All of the above benefits of Active Directory streamline IT operations in a way that drastically 
reduces IT costs.

Since Active Directory is easier to scale up or down than it is to install in the first place, it³s best to 
implement it as soon as possible. This way, if your business grows, all you must do is add a new 
machine to the network.



What are the SECURITY
benefits of ACTIVE DIRECTORY?

Active Directory provides a single point from which administrators can manage and secure network 
resourcesand their associated security objects. An organization can administer Active Directory 
based on an organizational model, a business model, or the types of functions being administered.



Cybercriminals today are targeting Active Directory (AD), performing reconnaissance to 
discover users, servers and computers in an enterprise network and then move laterally to 
carry out multi-stage attacks to gain access and abuse organization resources and data. 

HOW ARE CYBERCRIMINALS USING 
ACTIVE DIRECTORY?



Threats to the Active Directory Systems?

DEFAULT SECURITY SETTINGS

AD has a set of predetermined, default security settings created by Microsoft. These security settings may 
not be ideal for your organization's needs. Additionally, these default security settings are well-understood 
by hackers, who will attempt to exploit gaps and vulnerabilities.

INAPPROPRIATE ADMINISTRATIVE USERS AND                                      PRIVILEGED 
ACCESS:

Domain user accounts and other administrative users may have full,privileged accessto AD. Most 
employees, even those in IT,  do not need high-level orsuperuser priveldges.


